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Notes:

This deck features social posts for use in August across Facebook, Twitter, Instagram and LinkedIn.

With a focus on Payment in Advance fraud.  We have also included posts relating to the ongoing cost of living and holiday fraud/scams.

These will be posted by the Take Five Facebook, Twitter, Instagram and LinkedIn channels on the date suggested in the deck, however, feel free to use the assets at your convenience.

Each post consists of text (copy) and an asset (image or animation). Once saved, you can upload onto your social channels with a copy of the associated text from the deck.​

Please do not include links in posts. If you would like to provide a link to a website or specific webpage, please use a Twitter, Facebook or LinkedIn card. Instagram doesn’t allow for the inclusion of clickable links within posts.


	
Take Five to Stop Fraud Social Media Calendar
August 2023

	Date
	Platform
	Copy
	Asset

	Tuesday 1st August
	Facebook, LinkedIn, Instagram
	Beware of loan fee fraud where criminals trick you into paying an upfront fee for a loan that never materialises.

Be especially careful if you are being pressured to act quickly as only criminals will try to rush or panic you. They might say that the fee is fully refundable and will be used as a deposit or an administrative charge.

Contact your bank immediately if you think you’ve fallen for a scam and report it to Action Fraud.

#TakeFive #StopChallengeProtect✋☝️👊
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	Twitter
	Beware of loan fee fraud where criminals trick people into paying upfront fees for loans that never materialise.

Be especially careful if you are being pressured to act quickly. Criminals might say that the fee is refundable and will be used as a deposit/admin charge.

#TakeFive
	[image: ]

	Thursday 3rd August
	Facebook, LinkedIn, Instagram
	You’ve just won the lottery! Or have you?

If you receive a message like this, ask yourself, do you remember buying a lottery ticket? If not, #StopChallengeProtect if someone is asking you to pay an access fee for a prize. 

If it sounds too good to be true, it probably is. Criminals will ask for upfront fees for goods and services that never materialise.

If you think you’ve fallen for a scam, contact your bank immediately and report it to Action Fraud.

#TakeFive
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	Twitter
	You’ve just won the lottery! 

Have you really? If you receive a message like this, ask yourself, if it could it be fake #StopChallengeProtect if someone is asking you to pay an fee in order to claim a prize as this could be a scam.

#TakeFive
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	Friday 4th August
	Facebook, LinkedIn, Instagram
	Here are some of the signs of impersonation fraud:
 
⚠️ You're contacted with an urgent request for your personal or financial info
⚠️ They put the pressure on, asking you to act quickly
⚠️ You're asked to move money to another account for ‘safe-keeping’

#TakeFive
	



	Tuesday 8th August
	Facebook, LinkedIn, Instagram
	Criminals may get in touch by email, text, DM, phone call, or on social media to persuade you to make advance payments.

They’ll put the pressure on for you to act quickly in order to not miss out.  

Whenever you’re asked to pay an up-front fee remember to ask yourself – could this be fake? It’s ok to reject, refuse or ignore any requests. Only criminals will try to rush or panic you.

#TakeFive #StopChallengeProtect✋☝️👊

	


	
	Twitter
	Criminals will get in touch unexpectedly and try and rush you in to paying an advance fee.

Could it be fake? It’s ok to reject, refuse or ignore these requests to help you stay safe.

#TakeFive
	


	Wednesday 9th August
	Facebook, LinkedIn, Instagram, Twitter
	STOP: have you been asked to pay an upfront fee urgently?

CHALLENGE: could it be fake?

PROTECT: if you think it is, contact your bank immediately and report it to Action Fraud.

Remember to #TakeFive
	[image: C:\Users\Imogen.Dunn\Downloads\Take Five\Creative\April\7, 16 and 28 April - Facebook and Twitter.jpg]

	Thursday 10th August
	Facebook, LinkedIn, Instagram, Twitter
	Found a last minute holiday bargain?

Be sure to do your research and read online reviews from reputable sources to check offers are genuine and always use the secure payment method recommended by online retailers.

If it’s too good to be true, it usually is!

#TakeFive
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	Friday 11th August
	Facebook, LinkedIn, Instagram
	Have you been asked to pay an upfront fee? 

Criminals may get in touch asking for payment in advance for products or services.

They might say they need this payment for you to access a loan, claim a prize, an inheritance or product.

They may even say you need to pay a fee relating a to an offer of employment. They’ll ask you to pay for training or legal fees for a job that never doesn’t exist.

Always #StopChallengeProtect and follow the Take Five advice:

⚠ Question claims that you’re due money for goods or services that you haven’t ordered or are unaware of, especially if you have to pay any fees upfront.

⚠ It’s extremely unlikely that you’ve won a lottery or competition that you haven’t entered, and which requires an upfront fee.

⚠ Be wary of potentially fake profiles on social media platforms as they could be offering jobs that don’t exist.

⚠ Make sure you use a reputable recruitment company who is a member of a trade association such as the REC, APSCo and TEAM. You can check this by looking for the association logos on the company’s website or by visiting the trade association’s website directly and searching by for the member.

#TakeFive
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	Twitter
	Have you been asked to pay an upfront fee?

Criminals may get in touch asking for payment in advance for a product/service. They might ask for a pre-payment for you to access a loan, prize or product. They may even ask for a fee relating to a new job. #TakeFive
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	Monday 14th August
	Facebook, LinkedIn, Instagram
	Criminals will take advantage of the ongoing #CostofLivingChallenge and may try to trick you with promises of saving you money on your food shop or utility bills, offer assistance with government grants or loans and even investments.

💸 If you’ve been asked to share personal or financial information, it could be fake 💸.

⚠️It’s ok to reject, refuse or ignore any requests⚠️

Only criminals will try to rush or panic you.
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	Twitter
	Don’t let criminals trick you into falling for fraud or scams! They’ll take advantage of the ongoing #CostofLivingChallenge with promises to save you money on your household bills. 
#TakeFive

	[image: ]

	Tuesday 15th August
	Facebook, LinkedIn, Instagram
	Booking a last minute getaway?

Remember to #TakeFive and avoid holiday scams by:

⚠️Being cautious of ‘too good to be true deals’, ask yourself why it’s so cheap

⚠️Read the terms and conditions on a company’s website

⚠️Use secure payment methods

⚠️Do your research and read plenty of online reviews to make sure the company is reputable

#StopChallengeProtect

	


	
	Twitter
	How to avoid holiday fraud:

⚠️Be cautious of ‘too good to be true deals’, ask yourself why it’s so cheap

⚠️Do your research before making any purchases

⚠️ Use secure payment options recommended by reputable travel providers

⚠️Read the terms & conditions on a company’s website

	


	Wednesday 16th August
	Facebook, LinkedIn, Instagram
	Criminals may get in touch by email, text, DM, phone call, or on social media to target you with payment in advance fraud.

When targeting someone with this type of fraud they put you under pressure to act quickly and pay by bank transfer or even with cryptocurrency in some cases.

Whenever you’re asked to pay an up-front fee remember to ask yourself – could this be fake? It’s always ok to reject, refuse or ignore any requests. Only criminals will try to rush or panic you.

#TakeFive #StopChallengeProtect
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	Twitter
	Criminals may get in touch by email, message, phone call, or via social media to target you with payment in advance fraud.

They put people under pressure to act quickly and pay by bank transfer or even with cryptocurrency. #StopChallengeProtect

#TakeFive
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	Friday 18th August
	Facebook, LinkedIn, Instagram
	Been asked to pay an up-front fee for a product or service?

Remember to #StopChallengeProtect

STOP: Taking a moment to stop and think before parting with your money or information could keep you safe.

CHALLENGE: Could it be fake? It’s ok to reject, refuse or ignore any requests. Only criminals will try to rush or panic you.

PROTECT: Contact your bank immediately if you think you’ve fallen for a scam and report it to Action Fraud. If you’re in Scotland report to Police Scotland directly by calling 101.
#TakeFive
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	Twitter
	Been asked to pay an up-front fee for a product or service?

STOP: Only give info to services you have consented to and expect contact from 

CHALLENGE: Could it be fake? It’s ok to say ‘no’ 

PROTECT: Think you’ve fallen for a scam? Contact your bank immediately

#TakeFive
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	Tuesday 22nd August
	Facebook, LinkedIn, Instagram
	Have you been asked to make an upfront payment for training, legal or travel fees for a new job?

Criminals often create fake job ads or reach out to jobseekers and subsequently ask for payments.

Make sure you use a reputable recruitment company who are a member of a trade association such as the REC, APSCo and TEAM. You can check this by looking for the association logos on the company’s website or by visiting the trade association’s website directly and searching by member.

Always stop and think before parting with your money or information.

#TakeFive #StopChallengeProtect
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	Twitter
	Criminals create fake recruitment ads to commit fraud. 

They might ask for legal, training or travel fees. Always use a reputable recruiter that's a member of a trade association such as the REC/APSCo/TEAM. #TakeFive
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	Wednesday 23rd August
	Facebook, LinkedIn, Instagram
	Been asked to pay an upfront fee to receive a product, service, loan or claim a  prize?
Criminals might say you need to pay the fee to receive a delivery or package from overseas.

Always ask yourself - could it be fake? It’s ok to reject, refuse or ignore any requests. Only criminals will try to rush or panic you.

Report suspicious emails by forwarding them to report@phishing.gov.uk. If you have visited a website you think is suspicious you can report it to the National Cyber Security Centre using their online reporting form.

#TakeFive #StopChallengeProtect
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	Twitter
	Been asked to pay an upfront fee to receive a product, service, loan or claim a prize?

Could it be fake? Report suspicious emails to report@phishing.gov.uk. If you have visited a website you think is suspicious you can report it to @NCSC.

#TakeFive
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	Thursday 24th August
	Facebook, LinkedIn, Instagram,
Twitter
	If you’ve been asked to pay an upfront fee, you might not receive those goods or services. Always stop and think before parting with your money. #TakeFive
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	Friday 25th August
	Facebook, LinkedIn, Instagram
	🚨 “You’ve won a competition, pay now to receive your prize!” 🚨

Always #StopChallengeProtect if you receive a message like this. Criminals trick people into paying for prizes that don’t exist.

You can forward suspicious text messages to 7726, which spells out the word ‘SPAM’ on your telephone keypad.

Contact your bank immediately if you think you’ve fallen for a scam and report it to Action Fraud.

#TakeFive
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	Twitter
	🚨 “You’ve won a competition, pay now to receive your prize!” 🚨 

#StopChallengeProtect Forward suspicious texts to 7726, which spells out the word ‘SPAM’ on your telephone keypad.

#TakeFive
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	Monday 28th August
	Facebook, LinkedIn, Instagram
	Criminals continue to take advantage of the cost of living challenges to target people. It’s important to keep your personal and financial information safe and remember to follow the #TakeFive advice and Stop, Challenge, Protect before parting with your money.
	


	
	Twitter
	Criminals continue to take advantage of the cost of living challenges to target people. It’s important to keep your personal and financial information safe and remember to follow the #TakeFive advice and Stop, Challenge, Protect.

	


	Tuesday 29th August
	Facebook, LinkedIn, Instagram, Twitter
	Criminals will try and rush and panic you in to paying an upfront fee such as a deposit for a loan or to claim an unexpected prize/goods. 

Ask yourself if it could be fake and call your bank if you think you’ve fallen for a scam.

#StopChallengeProtect
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	Wednesday 30th August
	Facebook, LinkedIn, Instagram
	Beware of loan fee scams where criminals trick consumers into paying fees for loans that never materialises.

Be especially careful if you are being pressured to act quickly and remember only criminals will try to rush or panic you. Criminals may try to reassure you that the fee is fully refundable and will be used as a deposit or for an administrative charge.

Contact your bank immediately if you think you’ve fallen for a scam and report it to Action Fraud.

#TakeFive #StopChallengeProtect
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	Twitter
	Beware of loan fee scams where criminals trick people into paying fees for loans that never materialises. 

Be especially careful if you are being pressured to act quickly. They may say the fee is refundable and will be used as a deposit/admin charge. 

#TakeFive
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	Thursday 31st August
	Facebook, LinkedIn, Instagram
	Have you been contacted about a job? 

If you are asked to make any up-front payments such as legal, travel or training fees remember to #StopChallengeProtect.

Criminals lure jobseekers in order commit fraud. They create fake job listings or reach out directly.

Make sure you use a reputable recruitment company who are a member of a trade association such as the REC, APSCo and TEAM. 

You can check this by looking for the association logos on the company’s website or by visiting the trade association’s website directly and searching by member.

#TakeFive
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	Twitter
	Have you been contacted about a job?

Criminals lure jobseekers in order  commit fraud. They create fake job listings online or reach out directly.

Use a reputable recruitment company who are a member of a trade association such as the REC, APSCo and TEAM. 

#TakeFive
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Criminals ask for upfront, refundable fees as a
deposit to release a loan or unexpected prizes/goods.
They use pressure tactics to get you to pay quickly
by bank transfer or even with cryptocurrency.

Question requests for money to release a loan or unexpected
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contact your bank immediately and report it to Action Fraud.
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