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Take Five to Stop Fraud 
Social Media Calendar: December 2023





This deck features social posts for use in December across Facebook, Twitter/X, Instagram, and LinkedIn – which we’ll also be sharing on our channels.

With a focus on Purchase scams, we are also continuing to include posts relating to the ongoing cost of living scams. 

Reshare our posts or post your own using the assets and template messages. Each post consists of copy and an asset (image or animation).

Please do not include links in posts. 

If you would like to provide a link to a website or specific webpage, please use a Twitter/X, Facebook or LinkedIn card. Instagram doesn’t allow for the inclusion of clickable links within posts.

If you need any support using the social media calendar or assets, get in touch at: takefive@ukfinance.org.uk.
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Take Five to Stop Fraud 
Social Media Calendar: December 2023

	Date
	Platform
	Copy
	Asset

	Monday 4th December
	Facebook, Instagram, LinkedIn, Twitter/X
	Think the email is genuine?

#TakeFive when you receive an email with any links or requests for personal or financial information. If they’re offering a deal that seems too good to be true, it probably is!

#StopChallengeProtect
	


	Tuesday 5th December 
	Facebook, Instagram, LinkedIn, Twitter/X
	Fess up... have you ever fibbed to your kids that their noses would grow if they told a lie? 🤔 🛏🎉

Sometimes parents roll out the #FamilyFibs to make life a bit easier.

The fact is, it’s not always easy to tell when someone is lying, especially when you trust them. Criminals are counting on this and will say whatever the can to get your money.

A fib can be funny and harmless, but scams lose you money. Be on your guard and always #TakeFive if you’re asked for any personal or financial information.

#StopChallengeProtect ✋☝️👊 
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	Twitter/X
	Sometimes we tell #FamilyFibs to our kids to make life easier.

It’s not always easy to tell when someone’s lying, especially when you trust them. Criminals are counting on this.

A fib can be funny but scams lose you money! So be on your guard and always #TakeFive.
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	Wednesday 6th December
	Facebook, Instagram, LinkedIn, Twitter/X
	In the lead up to Christmas, it can be tempting to jump on cheap offers.

Always stop and think when you spot a bargain. Is it legit? Research the company and their reviews before parting with your money.

#TakeFive
	


	Thursday 7th December
	Facebook, Instagram, LinkedIn, Twitter/X
	Christmas is around the corner and #TakeFive will be sharing advice to help you stay safe from scams over the festive period. As more people shop online, criminals use this as an opportunity to target consumers.
#StopChallengeProtect - it could keep you and your money safe.
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	Friday 8th December
	Facebook, Instagram, LinkedIn
	Are you being rushed into giving out your personal or financial details?

Only criminals will try to rush or panic you into paying. If the payment method doesn’t seem right, #StopChallengeProtect. Talk to a friend or family member, and research the company before making a purchase.

#TakeFive
	


	
	Twitter/X
	Are you being rushed into making a purchase?

#StopChallengeProtect before parting with your money and remember, you can say no!

#TakeFive
	


	Monday 11th December
	Facebook, Instagram, LinkedIn
	Parents often tell fibs to their kids to make their lives a little easier… unfortunately criminals do the same!

It’s not always easy to tell when someone’s lying, especially when they’ve gained your trust.

Keep your finances protected and #StopChallengeProtect ✋☝️👊

• Stop: Taking a moment to stop and think before parting with your money or information could keep you safe.
• Challenge: Could it be fake? It’s ok to reject, refuse or ignore any requests. Only criminals will try to rush or
panic you.
• Protect: Contact your bank immediately if you think you’ve fallen for a scam and report it to Action Fraud.

#TakeFive #StopChallengeProtect
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	Twitter/X
	Parents often tell fibs to their kids to make their lives a little easier… but criminals will do the same. They will say anything to gain your trust and take your money. 

Fibs can be funny, but scams lose you money.

Keep your finances protected and #StopChallengeProtect ✋☝️�
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	Tuesday 12th December
	Facebook, Instagram, LinkedIn
	Criminals don’t stop for Christmas!

Unsure about a caller? Hang up and call the organisation that they say they’re from back using a trusted number, such as the one on the back of your card if calling your bank.

Criminals can ‘spoof’ numbers to make it look like you’re being called by someone you trust. It’s safer if you make contact with your bank or any other organisation directly.

#StopChallengeProtect
	


	
	Twitter/X
	Criminals don’t stop for Christmas!

Unsure about a caller? Hang up and call the organisation back on a trusted number, such as the one on the back of your card if calling your bank. Criminals can ‘spoof’ numbers to trick you.

	


	Wednesday 13th December
	Facebook, Instagram, LinkedIn
	Getting lots of deliveries? 🎁

Criminals send fake text messages in the hope you are waiting for a parcel to arrive. They want you to click on links which could download malware to your device and steal your information. ❌

Instead of clicking the link, log into your account directly to update or check your delivery. If you receive a scam text message report it by forwarding it to 7726.

#TakeFive #StopChallengeProtect
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	Twitter/X
	Getting lots of deliveries? 🎁 

Criminals send fake texts hoping you're waiting for a parcel. They want access to your money and info. Log into your account directly to update or check your info and avoid any links. ❌ 

If you receive a scam text report it by forwarding to 7726.
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	Thursday 14th December
	Facebook, Instagram, LinkedIn
	No trusted organisation will hassle you for your personal or financial information. Only criminals will try to rush or panic you into giving it out.

Stop: take a moment to think about whether they’re genuine.

Challenge: could it be fake?

Protect: you can hang up or say no! If you think you have been tricked into giving out this information, call your bank immediately and report it to Action Fraud.

#TakeFive 
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	Twitter/X
	No trusted organisation will hassle you for your personal or financial information. Only criminals will try to rush or panic you into giving it out.

Remember, you can say no and hang up!

#TakeFive
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	Friday 15th December
	Facebook, Instagram, LinkedIn
	Booking tickets for the festive season? 

Be aware of potential ticket scams. It is safest to buy tickets from the venue’s box office, official promoter or agent, or a well-known and reputable ticket site. 

Don’t be tempted by people reselling tickets online or on social media, as they may not exist. If it sounds too good to be true, it probably is.

#TakeFive
	


	
	Twitter/X
	[bookmark: _Hlk88571867]Booking tickets for the festive season?

Be aware of ticket scams. It's safest to buy tickets from the venue box office, official promoter or agent, or a well-known reputable ticket site. Don’t be tempted by people reselling tickets online or on social media, as they may not exist.

	


	Monday 18th December
	Facebook, Instagram, LinkedIn, Twitter/X
	How to avoid purchase scams:

🎁 Use a secure method of payment 
🎁 If it's heavily discounted, ask yourself why?
🎁 Avoid websites that only launched a few days/weeks ago
🎁 Only criminals will rush you. Remember you can say no

#TakeFive
	1. [image: ]

2. [image: ]


3. [image: ]


	Tuesday 19th December
	Facebook, Instagram, LinkedIn
	Never click on a text link about a delivery, this could be a scam.

#Stop and think, you shouldn’t have to pay a fee for a missed delivery. If you’re unsure and you think you have a package arriving, call the company you bought it from to confirm the courier details.

#StopChallengeProtetct #TakeFive
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	Twitter
	Never click on a text link about a delivery, this could be a scam.

#Stop and think, you shouldn’t have to pay a fee for a missed delivery. If you’re unsure and you think you have a package arriving, call the company you bought it from to confirm the courier details.

#TakeFive
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	Wednesday 20th December
	Facebook, Instagram, LinkedIn
	Have you received an email with an incredible offer on goods or services?

This could be a scam! Always check the email address used; are there typos in it? Does it have a company name? 

Before clicking on links, ask yourself, could it be fake? Criminals will send out “too good to be true” offers to try and get your personal or financial information.

Always use trusted websites when purchasing.

#TakeFive
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	Twitter/X
	Have you received an email with an incredible offer on goods or services?

This could be a scam! 

Before clicking on links, ask yourself, could it be fake? Criminals will send out “too good to be true” offers. Always use trusted websites when purchasing.

#TakeFive
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	Thursday 21st December
	Facebook, Instagram, LinkedIn
	Searching for a Christmas bargain on social media? Beware of deals that seem “too good to be true”.

Criminals may advertise low prices for popular items that are sold out everywhere else to trick you into parting with your money. Often, the goods advertised don’t exist, with images taken from genuine sellers to convince you otherwise.

Before making any purchases, read online reviews to check the seller is genuine.

It’s important that you use a secure method when making payments. Avoid bank transfers and consider paying by credit card for purchases over £100 to receive extra protection.

#TakeFive

	[image: ]

	
	Twitter/X
	Searching for Christmas bargains? Beware of “too good to be true” deals.

Criminals advertise popular sold-out items to trick you into parting with your money. Often, the goods advertised don’t exist, with images taken from genuine sellers to convince you otherwise. 

#TakeFive
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	Friday 22nd December
	Facebook, Instagram, LinkedIn
	Criminals don’t stop for Christmas. They target shoppers online, taking advantage of those looking for deals.

Always stop and think before parting with your personal or financial information, it could keep you and your money safe. 

Always do your research and read online reviews from reputable sources to check websites are genuine.

#StopChallengeProtect
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	Twitter/X
	Criminals don’t stop for Christmas. They target shoppers online, taking advantage of those looking for deals.

Always stop and think before parting with personal/financial info. Read online reviews from reputable sources to check websites are genuine. 

#TakeFive
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	Tuesday 26th December
	Facebook, Instagram, LinkedIn
	Looking for a bargain in the Boxing Day sales?

Watch out for purchase scams! 

They take place online when criminals trick people into paying for goods and services that don’t exist.

Criminals often advertise on auction sites or social media, with images taken from genuine sellers to convince you they’re the real deal.

Remember to always be wary of “too good to be true” deals.

#TakeFive
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	Twitter/X
	After a Boxing Day bargain? 

Beware of purchase scams, when criminals trick people into paying for goods/services that don’t exist. They advertise on auction sites/social media, with images from genuine sellers to convince you they’re legit. Beware of "too good to be true deals".
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	Wednesday 27th December
	Facebook, Twitter/X, LinkedIn, Instagram, 
	What is a purchase scam? 

A purchase scam is when criminals advertise goods or services that never materialise.

If the deal sounds too good to be true, it probably is!

#TakeFive #StopChallengeProtect
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	Thursday 28th December
	Facebook, Instagram, LinkedIn
	Still looking at those post-Christmas sales?

Criminals will try to rush or panic you into making a purchase for something that never materialises.

Always make sure you’re buying from a reputable source and if it sounds too good to be true, it probably is!

#TakeFive #StopChallengeProtect
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	Twitter/X
	Still looking at those post-Christmas sales?

Criminals will try to rush or panic you into making a purchase for something that never materialises.

Always make sure you’re buying from a reputable source and if it sounds too good to be true, it probably is!

#TakeFive 
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	Friday 29th December
	Facebook, Instagram, LinkedIn
	Trying to think of a New Year’s resolution? 

Why not include becoming scam savvy? Unfortunately, anyone can become the victim of a scam. However, taking a look at Take Five advice could keep you and your money safe.

Take the Take Five quiz below to test your skills 👇
	


For Card:
https://quiz.takefive-stopfraud.org.uk/?_ga=2.180713959.1390194720.1629713091-492653900.1622797988

	
	Twitter/X
	The January sales are nearly upon us…

If you are looking for bargains remember to follow the Take Five advice. Take the quiz below to learn more and test your skills 👇

	
                    

For Card:
https://quiz.takefive-stopfraud.org.uk/?_ga=2.180713959.1390194720.1629713091-492653900.1622797988
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